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C1204 
 

Silver Peak 
Cryptographic 
library 

AES FIPS 197,  
SP 800-38D, 
SP 800-38F 
 

ECB, CBC, CTR, 
GCM1 

 

 

128, 192, 256  
 

Data Encryption/ 
Decryption 
KTS (AES Cert. 
#C1204 and 
HMAC Cert. 
#C1204; key 
establishment 
methodology 
provides 128 or 
256 bits of 
encryption 
strength) 

C1201 Silver Peak 
AES-NI 
Cryptographic 
library 

CBC 128, 256 
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C1204 Silver Peak 
Cryptographic 
library 
 

DRBG SP 800-90A Counter with  
AES 256  

 Deterministic 
Random Bit 
Generation2 

C1204 
 
 
 

Silver Peak 
Cryptographic 
library  
 

CVL  
Partial DH 

SP 800-56A ECC P-224, P-256,    
P-384,  P-521,   
K-233, K-283,  
K-409,  K-571, 
B-233,  B-283,  
B-409, B-571 

Shared Secret 
Computation 

C1204 
 

Silver Peak 
Cryptographic 
library 
 

HMAC FIPS 198-1 HMAC-SHA-1 
HMAC-SHA-224 
HMAC-SHA-256 
HMAC-SHA-384 
HMAC-SHA-512 
 

160, 256, 224,  
384, 512 

Message 
Authentication 

C1204 
 

Silver Peak 
Cryptographic 
library 
 

SHS FIPS 180-4 SHA-1 
SHA-224 
SHA-256 
SHA-384 
SHA-512  

 
 
 

Message Digest 

C1204 Silver Peak 
Cryptographic 
library  
 

RSA FIPS 186-4 
FIPS 186-2 

PKCS1 v1.5 
 
SHA-13 
SHA-224 
SHA-256 
SHA-384 
SHA-512 

RSA KeyGen 
(186-4) 2048, 
3072 
 
RSA SigGen 
(186-4) 2048, 
3072 
 
RSA SigGen 
(186-2) 4096 
 
RSA SigVer 
(186-2) 10244, 
1536, 2048, 
3072, 4096 

Digital Signature 
Generation and 
Verification 
 
 
Key Generation 
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C1204 
 
 

Silver Peak 
Cryptographic 
library 

CVL 
TLS 1.2 
IKEv1 
SSH 
SNMP 

SP 800-135   Key Derivation5 

CKG 
(vendor 
affirmed) 
 

  Cryptographic 
Key 
Generation 

  Key Generation6 
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RSA Key Wrapping using 2048 bits key Provides 112 bits of encryption 
strength. 

Used for key establishment 
in TLS handshake. 
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EC DH using 224 / 256 / 384 / 521 bits key Provides between 112 and 256 
bits of encryption strength 

Used for key establishment 
in TLS handshake. 

DH using 2048 bits key Provides 112 bits of encryption 
strength. 

Used for key establishment 
in SSH handshake. 
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Management Ports: 
10/100/1000  Ethernet Ports 

2 Data Input, Data Output, Control Input, Status Output 

Network Ports: 
10/100/1000  Ethernet Ports 

4 Data Input, Data Output, Control Input, Status Output 

LEDs 12 Status Output 

Power Button 1 Control Input 

Power Jack 1 Power Input 

Reset Button 1 Not Used 

Console Port 1 Not Used 

USB Ports 2 Not Used 

�
�
�
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Management Ports: 
10/100/1000  Ethernet Ports 

2 

Data Input, Data Output, Control Input, Status Output Network Ports: 
10/100/1000  Ethernet Ports 

4 

Network Ports: 
10/1G Fiber Ethernet Ports 

2 

LEDs 20 Status Output 

Power Receptacle 2 Power Input 

Console Port 1 Not Used 

Video Port 2 Not Used 

USB Ports 2 Not Used 

iDRAC Port 1 Not Used 
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